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Introduction

These release notes contain information about Ethernet agent version 1.5.2 for
Model 281xSA hubs and Model 331xSA Network Management Modules
(NMMs). Thy highlight the additions and changes from the version 1.3.x agent.
For more information about these products, refer to the documentation shipped
with them. To abtain the agent software, refer to your Bay Networks™ Support
Services Plan and then contact your local sales office.

These release notes cover the following topics:
*  Product enhancements

e Compatible firmware versions

*  Previousfeatures

e Supported MIBs

 Bugfixes

*  Known problems

*  New configuration file

e Operational notes

*  Out-of-band connection

*  Related publications and ordering information

Version 1.5.2 Product Enhancements

Version 1.5.2 of the agent software is compatible with the System 3000™ Fast
Ethernet (100BA SE-T) backplane. To manage the System 3000 Fast Ethernet
host modules, you must purchase Model 3410 NMM agent software version
1.1.0. For more information about the System 3000 Fast Ethernet products,
refer to the documentation shipped with the products.
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Release Notes for the Model 281xSA and 331xSA NMM Version 1.5.2 Agent

Compatible Firmware Versions

Ethernet agent version 1.5.2 for Model 281xSA and 331xSA NMMs requires
the following compatible firmware versions:

*  Model 281xSA version 1.5.2 requires version B or C firmware.

Model 331xSA version 1.5.2 requires version A or B firmware.

Previous Features

This section lists the new features that appear in version 1.5.0 and 1.5.1 agents.

Event Action Support

The RMON Event Action extensions of the version 1.5.0 and later agents
provide a powerful mechanism unavailable with standard RMON probes.
Standard RMON Events are only able to send a Simple Network Management
Protocol (SNMP) trap and/or log the event to the NMM. The Event Actions
tables allow avariety of actions to be taken. The supported event actions are:

. no action

o trap

« log

e trapandlog
e partition

e unpartition

Expression Threshold Support

Animportant new feature of the version 1.5.0 and later agentsisthat they allow
you to create thresholds that are based on the evaluation of mathematical
expressions. These expressions can include one or more integer-based M1B
variables. You can create these expressions using the Custom Threshold
window of Optivity® Threshold Manager. Combined with the event action
capahilities, expression thresholds provide an extremely useful tool for
proactive network management.
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Previous Features

Furthermore, new statistics collection features allow the agent to compute such
statistics as the average, minimum, and maximum of a sample over a
user-defined period of time. The statistics computation can be performed for
expressions aswell asfor standard RMON aarms set on RMON, proprietary,
or other standard MIB objects.

On the 281xSA and 331xSA NMMs, the 1.5.0 and later agents allow a choice
of thresholding methods while migrating to standard RMON Alarms and Event
based thresholds. Proprietary (BNET) thresholds are still set and maintained
with Optivity, or through a NMM'’s configuration file; standards-based RMON
Alarms and Events are set with the redesigned RMON threshold GUI available
in Optivity LAN™ 7.0. Expression thresholds are set using the new Custom
Threshold features of Optivity LAN 7.0.

Threshold NVRAM Storage

The version 1.5.0 and later agents allow you to save RMON thresholds and
expression thresholds into nonvolatile RMA (NVRAM), so that the
user-defined threshold configuration of the NMM can be restored after a system
reset or reboot.

RMON Threshold Storage

Up to 19 RMON aarms, and their associated 38 events and 38 event actions,
can be saved to NVRAM.

Expression Threshold Storage

Like RMON thresholds, expression thresholds can a so be stored in NVRAM.
The number of expression thresholds that can be stored depends on the size and
complexity of the expression. For example:

«  Forthelargest allowable expressions (295 bytes each; includes5to 7 MIB
objects), up to 6 entries can be saved.

e For medium-sized expressions (130 bytes each; includes 3to 4 MIB
objects), up to 15 entries can be saved.

e For small expressions (70 bytes each; includes 2 to 3 MIB abjects), up to
28 entries can be saved.
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In addition to saving expression thresholdsto NVRAM, you can also use the
Optivity network management software to create a profile of the entire
threshold configuration. By restoring this profile to the NMM after a reboat,
you can easily restore any thresholds that are not saved to NVRAM.

Saving Thresholds to NVRAM
There are four ways to write RMON and expression thresholds to NVRAM:

Using Threshold Manager—from the Threshold Summary Table window,
go to the Tools menu and choose Save to NVRAM. See your Optivity
documentation for more information.

Using the Expanded View™ application—click the right mouse button on
the NMM; amenu appears. Click the right mouse button on
Configuration; a submenu appears. Choose save configuration to save the
thresholds.

Using a MIB Browser—set the MIB object s3AgentWriteEeprom to
writeEeprom(2).

Using the service port—use the “-w” selection of the service port’'s main
menu to save the thresholds to NVRAM.

Saving BNET Proprietary Thresholds
Because of the NVRAM requirements of the new RMON and expression
threshold storage features, the older BNET proprietary threshol ds cannot be
saved to NVRAM with version 1.5.0 and later agents. However, you can still
continue to create and use the BNET proprietary thresholds without saving
them to NVRAM. These thresholds will be restored after each reboot of the
NMM if they are defined in the NMM configuration file, and the configuration
load mode is set to remote.
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Supported MIBs

Supported MIBs

The following MIBs are supported in version 1.5.2 and later agents:

RFC 1213 (MIB I1)

RFC 1215 (SNMP Generic Trap MIB)

RFC 1516 (SNMP Repeater M1B)

RFC 1757 (RMON MIB)

RFC 1398 (EtherLike MIB)

RFC 1515 (MAU MIB)

RMON Trap MIB

IPX MIB, version 1.1.0

SynOptics® Root MIB, version 1.4.1
SynOptics Common MIB, version 4.7.4
SynOptics Ethernet MIB, version 4.6.0
SynOptics Common Trap MIB, version 1.4.0
SynOptics Ethernet Trap MIB, version 1.4.0

SynOptics RMON Extensions MIB, version 1.0.6
(snpxEventActTable supported)
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Bug Fixes

Version 1.5.2

Version 1.5.1

This section contains bug fixes that have been incorporated in recent rel eases of
the Model 281xSA and 331xSA Ethernet agents.

The following bugs were fixed in version 1.5.2:

«  Creating an entry on the snpxExprTable no longer creates a second (zero
value) entry on the snpxAlarm StatsTable [Bug ID 20537].

»  Entering an expression with a divide by zero on the snpxExprTable no
longer generates the message “ snpxExpr: Attempt to divide by zero!
returning dummy result zero” on the console.

Version 1.5.1 fixes abug found in version 1.5.0 that caused problemsin the
Expanded View Optivity application. Expanded view would not work when
attempted on a Model 281xSA or 331xSA NMM. The problem was that an
SNMP get request would fail on the MIB objects that retrieve the Default
Gateway, Secondary Default Gateway, and Boot Router:

e s3AgentDefaultGateway
e s3AgentSecDefaultGateway
e s3AgentBootRouter

This problem was also reflected in Optivity Campus™ by the inability to display
the Configuration-->Show Boot Profile menu from the NMM Slot menu
options. No other Optivity Campus applications appear to have been affected.
[Bug ID 17742]
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Version 1.5.0

Bug Fixes

The following problems were corrected in the version 1.5.0 agent:

The version 1.3 agent would not send the correct threshold exceeded trap.
Thisisfixed in version 1.5.0 and later. [Bug ID 8393]

When its router was downed, the version 1.3 agent would spend so much
time ARPing the downed router that it would respond slowly to SNMP
requests. This would cause OmniView™ to perform poorly while updating
itsinformation. Versions 1.5.0 and later fix this bug by changing the
default interval between ARP requests. Previously, the NMM would ARP
the router 5 times every 10 seconds; in versions 1.5.0 and later the NMM
ARPs the router 3 times every 60 seconds. [Part 1 of bug ID 2981]

With previous agent versions, board LED failure traps were sent regarding
boards on other segments within the chassis. This was caused by the
NMMs not being downloaded in the other segments. This problemisfixed
in versions 1.5.0 and later, which only send board failure traps regarding
boards on the same segment withinthe NMM that have |legitimately failed.
[Part 2 of bug ID 2981]

With previous agent versions, collision counters for the dot3Stats table
were always zero, even when there had been collisions. This problem is
fixed in versions 1.5.0 and later, which correctly updates the dot3Stats
table when collisions occur. [Bug ID 2980]

With previous agent versions, the utilization rate displayed on the LEDs
on the front panel of the NMM would not match the value of
etherHistoryUtilization. The reason for thiswas a dlight difference
between the ways the two utilization rates were calculated. This problem
isfixed in versions 1.5.0 and later, which calculate both utilization rates
with the formula specified in RFC 1757. [Bug ID 2978]

With previous agent versions, there were no checks or warnings issued
when saving a configuration that places the boot router or default gateway
on adifferent subnet than the NMM’s | P addresses. This problem can give
the impression that the unit is malfunctioning when it fails to boot or does
not respond properly to requests. Changes incorporated in versions 1.5.0
and later reduce the chances of such improper configuration.

[Bug ID 2041]
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When configuring the default router (Router 1P Address), the secondary
default router (Secondary Router |P Address) or the boot router (Boot
Router |P Address) with a subnet address (except 0) that is inconsistent
with the NMM’s | P subnet value, the version 1.5.0 and later agents
respond as follows:

— When configuring the unit with the configuration file, the agent rejects
the entry and posts the following message on the service screen:

ERRCR Address contains subnet value that is inconsistent with
NW's | P Subnet val ue

— When configuring the unit with the service port, the agent accepts the
entry and displays the following message:

WARNL NG

Address contains subnet value that is inconsistent with NMMs
| P Subnet val ue. Check addresses and subnet masks for

consi st ency.

Press <sp> to continue

— When configuring the unit using an SNMP set command, the agent
rejects the entry and returns “ badValue” for the following MIB objects:

e S3Agent DefaultGateway
* s3AgentSecDefaultGateway
* s3AgentBootRouter

With previous agent versions, a 331xSA managing a 3301 would not send
out an autoPartition trap if one of the ports on the 3301 autopartitioned.
This problemisfixed in versions 1.5.0 and later, which correctly send an
autopartition trap. [Bug ID 4477]

Version 1.5.0 and later capture error packet status properly when the
RMON filter group is set up tofilter error packet status (that is, jabbers or
runts).

10
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Bug Fixes

«  With previous agent versions, certain traps would report incorrect values
for some of their variables. This problem isfixed in versions 1.5.0 and
later. Table 1 liststrap variablesthat have been corrected to report properly
when sent with their associated traps

Table 1. Trap Variable Corrections in Version 1.5.0 and later

Trap

Corrected Trap Variable

enetAuthViolationA

remoteBridgePortOperationChanged

enetThreshExceeded

flashUpdateFailure

portAutoPartition

portDTEJabbering

enetAuthViolation

s3EnetCommonPortPartStatus
s3EnetAuthNodeStatus

s3EnetRemBridgePortOpSts

s3EnetThreshObject
s3EnetThreshSlot
s3EnetThreshPort
s3EnetThreshType
s3EnetThreshCondition
s3EnetThreshSetValue
s3EnetThreshActualValue
s3EnetThreshAction
s3EnetThreshExceedCount
s3EnetThreshDuration

s3AgentFlashStatus

s3EnetPortPartStatus
s3EnetPortJabberStatus

s3EnetPortJabberStatus

s3EnetPortPartStatus
s3EnetAuthNodeStatus
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Known Problems

This section describes the known problems affecting the version 1.5.2 release
of the agent software for the Model 281xSA and 331xSA Ethernet NMMs.

* A pollinginterval of less than five seconds on etherHistoryUtilization in
the RMON history table causes erratic results at higher traffic rates. It is
recommended that polling intervals be set no less than five seconds [Bug
ID 2976].

*  Thefront panel utilization display of the NMM does not update if more
than 50 percent of network traffic is 64-byte packets [Bug ID 2975].

e When the service port is updating, the agent will not respond to ping or
SNMP requests. Thisis caused by the higher priority placed upon service
port tasks. The solution for this problem isto minimize the amount of time
spent using the service port [Bug 1D 2971].

»  s3EnetPortShortEvents are not counted properly. Thisis because the
hardware has difficulty tagging short events (packets smaller than 64 bytes
having invalid CRC) [Bug ID 2969].

e InOptivity LAN 7.0, the Autotopology™ discovery process is sometimes
disrupted by incompatibilities between certain devices that transmit
multisegment topology hellos and those that do not. A workaround is
documented in the release notes for Optivity LAN 7.0. This problem does
not appear in Optivity LAN versions prior to 7.0. Refer to Table 2 to
determine the circumstances under which this problem appears.
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Known Problems

Autotopology is only disrupted in segments where Group A devices are
mixed with Group B devicesthat have agent versionslisted in the Affected
Agent Version column. Where this problem occurs, it can be eliminated by
upgrading the Group B devices to the agent versions listed in the
Remedied Agent Version column.

Table 2. Autotopology Compatibility
Group Device Affected Agent Remedied Agent
Version Version
A 281x/331x All versions
331xA/S All versions
281xSA, 331xSA All versions
5310-06 All versions
B 5310A/SA 1.2.2through 1.4.2 1.5.0
5DN310 1.3 1.5
BayStack 10MB 1.3 1.4
BayStack 100MB 1.1.0 1.1.1
BayStack WGS 3.0.3
6-port
BayStack WGS 3.21
7-port
28200 1.4
28115, 28104 1.1,1.2,13 1.4
58000 141
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New Configuration File

This section contains a sample NMM configuration file for the version 1.5.1
agent. Use any ASCII text editor, such as vi, to modify the samplefile or create
anew configuration file.

Blank lines are ignored, and lines beginning with the pound sign character (#)
are considered comments. You can modify the file by inserting new lines
according to the examples shown in the file or by removing the comment
character from an appropriate line and editing the line.

@ CAUTION: Always make a backup copy of the NMM configuration file to use
as a reference before editing the NMM configuration file.

# Specify file name for the NMinmage file. NOTE this has to be
# the first un-comrented line in this file for the NWMto | oad properly.
# For exanpl e:

#281sal52.i ny

#331salb2.iny

#

# Assign local subnet nmask for this NW

# Default for dass A NWMIP Address is 255.0.0.0.

# Default for dass B NMM I P Address is 255.255.0.0.

# Default for Aass C NW I P Address is 255.255. 255. 0.

# For exanpl e:

#net mask 255. 255. 255. 0

#

# Specify the prinmary default router for this NW

#def aul t-rout er XxX. XXX. XXX. XXX

# For exanpl e:

#defaul t-router 0.0.0.0

#

# Specify the secondary default router for this NwW
#secondary-def aul t-rout er Xxx. XXX. XXX. XXX

#

# Specify the router address for this NMMs TFTP request.
#boot - rout er Xxx. XXX. XXX. XXX

#
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New Configuration File

# Enabl e or disable the automatic di scovery of avail abl e default
# router(s). Valid entries are on and off. Default is on.

# For exanpl e:

#ping-router on

#

# Specify the time interval of pinging router(s) in seconds.

# Maxi mum nunber is 42,949, 672 seconds. (approxi nate 497 days)

# Default/ mninumtine is:

#ping-time 60

#

# Specify the Novell network nunber for this NWM Mist be exactly
# eight hexadecinal digits.

#net wor k- nunber 00000000

#

# Indicate baud rate used for the RS-232 out-of-band port. Valid entries are
# 300, 1200, 2400, 4800 and 9600 baud.

# Default is:
#baud-rat e 9600
#

# Enter the NWM's initialization string used for out-of-band commni cati on.
# For exanpl e:

#initialization-string ATDT, 9, 1, 415-555-1212

#

# Specify the concentrator's |location (64 characters max.).

# For exanpl e:

#l ocation Building A

#

# Specify the concentrator's nane (64 characters nax.).

# The default string is SYNOPTxxyyzz, where Xxxyyzz represents the

# last 3 bytes of this NW's hexadeci nal MAC addr ess.

# For exanpl e:

#sysnane concA. abcConpany. com

#

# Specify the name & phone nunber of the concentrator's admnistrator
# or contact person (64 characters max.).

# For exanpl e:

#syscontact John Smith - Network Admnistrator - ext 5555

#

# Specify the comunity string used for read only operations. Specifying
# no community string will default to public for read only objects.

# For exanpl e:

#read- communi ty public

#
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# Specify the coomunity string used for read and wite operations.

# Specifying no community string will default to private for read and

# writabl e objects.

# For exanpl e:

#wite-community private

#

# Enter the list of IP trap receivers along with their comrunity strings
# and ageout times, in seconds. The maxi mum nunber is 42,949, 672 seconds
# (approx 497 days). Specifying no ageout tine defaults to indefinite tine.
# Specify only one entry pair per line, up to a nmaxi mumof 10 entries.

# For exanpl e:

#i p-trap-recei ver xxx.XxX.XXX. XXX trap-community public 9000

Enter the list of IPXtrap receivers along with their comunity strings
and ageout tines, in seconds. The maxi num nunber is 42,949, 672 seconds
(approx 497 days). Specifying no ageout tine defaults to indefinite tine.
Specify only one entry pair per line, up to a nmaxi numof 10 entries.
Entry format is:

<Novel | network #>:<Novell| Host #> trap-comrunity <community string> <ageout tine>
Note that <Novel | network #> contains 8 hexadeci mal nunbers and <Novel | Host #>
contai ns 12 hexadeci mal nunbers.

For exanpl e:

#i px-trap-recei ver abcdef ab: 123456789012 trap- cormunity public 9000

#

# Enabl e or disable the use of authentication traps. Valid entries are

# on and off. Default is on.

# For exanpl e:

#aut hentication-traps on

#

# Enabl e or disabl e concentrator retim ng.

# Valid entries are on and off. Default is on.

# The 281xSA NW does not have this keyword.

# For exanpl e:

#retimng on

#

# Specify the image | oad nmode for this NMM Valid choices are

# remote-only, local-only or renote-with-Iocal - backup.

# For exanpl e:

#i mage- | oad- node renote-only

#

# Specify the config | oad mode for this NMM  Valid choices are

# remote-only, local-only or renote-wth-1ocal - backup.

# For exanpl e:

#confi g-1 oad- node renote-only

#

#
#
#
#
#
#
#
#
#
#
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New Configuration File

# Specify the boot mode for this NMM network configures the
# NW to use the network for renote | oading of the NWM s

# configuration infornation. eepromconfigures the NWMto use
# data stored in NVRAMfor |ocal |oading. Default is eeprom
# For exanpl e:

#boot - node eeprom

#

# Specify the managenent protocol for this NMM Valid choices are
# IP_IPX 1P, and IPX Default is IP_IPX

# For exanpl e:

#management - prot ocol | P_I PX

#

# Specify the boot protocol for this NMM Valid choices are
# AUTQ IP, IPX and IP_IPX Default is AUTQO

# For exanpl e:

#boot - prot ocol AUTO

#

# Save configuration data to NVRAM

#save-t 0- eeprom

#

# Specify time interval of traps sent out for existing predefined
# conditions. The valid range is 10 to 3600 seconds, in 10 second
# increments. Default is 10 seconds.

# for exanpl e:

#trap-interval 10

#

# Specify the lifetine of a node list entry in seconds.

# Maxi mum nunber is 42,949, 672 seconds (approxi mate 497 days).
# Default is 900 seconds.

# For exanpl e:

#portlife 900

#

# Specify the lifetime of a traffic matrix entry in seconds.

# Maxi mum nunber is 42,949, 672 seconds (approxi mate 497 days).
# Default is 1200 seconds.

# For exanpl e:

#trflife 1200

#

# Specify how many nodes are allowed to associate with a particular port.
# Default is 800 for 281xSA and 331xSA

# For exanpl e:

#max- nodes- per - port 800

#
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# Specify all owed nodes for this NMM Specify only one entry per line.

# The format is:
#node AABBCCDDEEFF sl ot # port#

# Wiere AABBCCDDEEFF is the hexadeci mal MAC address with 12 hex digits.

# slot# and port# are deci mal nunbers.
# For exanpl e:

#node 013489ABCDEF 1 6

#node abcdef 987654 2 5

#node 000081111111 2 6

#node 000082222222 2 7

#node 000083333333 2 8

#
# "WId card" notation:

# If slot# or port# is either 0 or blank, that entry will be treated
# as awld card.

# For exanple, this wild card entry specifies all ports associated
# with the concentrator:

#node 1234567890ab

# This wild card entry al so specifies all ports associ ated

# with the concentrator:

#node 1234567890ab 0 O

# This wild card entry specifies all ports associated with slot 5
#1in this concentrator:

#node 234567890abc 5 0

#

# Enabl e al | oned nodes and set the security level to be used

# when the systemis up. Security can be set at either concentrator,
# slot, or port level. Systemdefault is CFF for allowed nodes

# features; to enable allowed nodes, uncomrent the appropriate |ine.
# For exanpl e:

#al | ow- on conc

#al | owon sl ot

#al | ow on port

#

# Specify the action to be taken when a node security violation occurs.
# Actions can be specified for violations at the port, slot, or concentrator

# level. Format are

# port slot# port# acti on#

# slot slot# action#

# conc action#

# Wiere slot#, port#, action# are all decimal nunbers.
# For action#, valid choices are 2, 3, 4, or 5.

# 2 = no_action;

# 3 = send_trap_only;

# 4 = partition_port_only;

# 5 = send_trap_and_partition_port;

#
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# This port-level exanple is used to check slot 5, port 11.
# |f address violation occurs, send trap only.

#port 5 11 3

# This port-level exanple is used to check slot 4, port 12.
# |f address violation occurs, do not hing.

#port 4 12 2

# This port-level exanple is used to check slot 2, port 3.
# |f address violation occurs, send trap and partition port.
#port 2 3 5

#

# This slot-level exanple is used to check slot 5 and

# partition that port if address violation occurs.

#slot 5 4

# This slot-level exanple is used to check slot 3 and

# send trap and partition that port if address violation occurs.
#slot 3 5

#
# This concentrator-level exanple is used to check
# entire concentrator. |f address violation occurs,

# send a trap and partition the port to which the concentrator
# is connected.
#conc 5
#
# Speci fy MAC address auto-learn node for a LattisSecure port.
one-shot -auto-l earn configures the Latti sSecure port to learn
the first MAC address pass through this port. continuous-auto-I|earn
configures the LattisSecure port to continuously learn the MAC
address pass through this port.
LattisSecure is not supported by 281xSA
The format is:

| earn-node sl ot# port# auto-I earn-node
Wiere slot# and port# are deci mal nunbers.
Default is no auto-learn for all ports in LattisSecure nodul e.
For exanpl e:
earn-nmode 6 1 one-shot-auto-learn

Enabl e or di sabl e eavesdropping protection for a LattisSecure port.
Format of the command:
eavesdroppi ng-protection slot# port# <on | off>
Wiere slot# and port# are deci mal nunbers.
Default is off for all ports in LattisSecure nodul e.
LattisSecure is not supported by 281xSA
For exanpl e:
#eavesdr oppi ng-protection 6 12 of f
#

HFHHIFHFHEHFHFHEHFHFHHHFHRHHHFHR

New Configuration File
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Release Notes for the Model 281xSA and 331xSA NMM Version 1.5.2 Agent

# Lock/Unl ock security configuration. Valid entries are on and off.
# Default is off.

# For exanpl e:

#security-config-lock of f

Add an entry to the threshold table.

Format of the command

threshold INCB SL PO TY ON SV AC DU

IN = index, for 331xSA from1l to 288, inclusive
for 281xSA from1l to 160, inclusive

OB = object, which is one of the foll owi ng:

conc Threshold is set for a concentrator
sl ot Threshold is set for a slot
port Threshold is set for a port

SL = slot nunber, for 3000 concentrator from1 to 12, inclusive
for 3030 concentrator from1 to 4, inclusive
for 281xSA concentrator from1 to 5, inclusive

port nunber, for 3000/3030 concentrator from1l to 24, inclusive
for 281xSA concentrator from1l to 17, incl usive

TY = type, which is one of the foll owi ng:

good- byt es

good- packet s

bad- packet s
crc-error-packets

m sal i gned- packet s
runt - packet s

fragnents

t 0o- | ong- packet s

col lisions

| ate-col lisions

| i nk-status

mul ti cast - packet s

br oadcast - packet s
short-events

sour ce- addr ess- changes
dat a-r at e- m snat ches
network-errors
backoff-errors

bad- t o- good- packets-rati o
net wor k- er r or s- t 0- good- packet s-rati o
col I'i si ons-to-good- packets-ratio

3

HHFHRFHRBFHBFHFFHRFHRFHFEHFHFEHFFHHFFHFHFHF T HFHEHERFHR
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CN = condi tion, which is one of the follow ng, depending on TY:

Cross Trigger al armwhen actual -val ue crosses set-val ue

over Trigger al armwhen actual -value is greater than set-val ue

over-rate Trigger al armwhen actual -val ue/ second is greater than

set - val ue/ second

|'i nk-on Trigger al armwhen port link status is on

l'i nk- of f Trigger alarmwhen port link status is off

over-ratio Trigger alarmwhen actual -value (ratio type only) is
greater than set-val ue

set val ue, which can be an absol ute nunber or a rate per second

AC = action, which is one of the follow ng:
trap-only Send trap only
partition-slot Partition a slot, specified by SL
partition-port Partition a port, specified by SL and PO

trap-partition-slot Send trap and partition a slot, specified by SL
trap-partition-port Send trap and partition a port, specified by SL
and PO

DU = Duration in seconds of period during which threshold is nonitored

HFHIFHFHFHFHFHEHFHFHHHFHHHHFHR
1

# Sanpl e threshol d table entries:

# This sanple threshold table entry is nunber 6 in the table.

# 1t counts CRC error packets for a concentrator. Wen the nunber

# of CRC errors in 10 second goes over 1000, it sends a trap.

#t hreshold 6 conc 0 O crc-error-packets over 1000 trap-only 10

#

# This sanple threshold entry is nunber 2 in the table.

# 1t checks slot 3 for 200 good bytes in 10 seconds. Wen the counter
# crosses 200, it sends a trap and partitions the slot.

#threshold 2 slot 3 0 good-bytes cross 200 trap-partition-siot 10

#

# Enabl e or disabl e automatic network topol ogy buil d-up.

# Valid entries are on and off. Default is on.

# For exanpl e:

#hel | o- message on

#

# Speci fy the maxi mum nunber of hosts will be collected on an interface
# on behal f of each RMON host Control Entry. The valid range is

# [100, 2048]. Default is 100.

# For exanpl e:

#r non- max- host 100

#

# 1f this keyword is present, the agent will autonatically setup RVON host
# control entries for all interface(s) present on the NMM at systemstartup
# tine. This keyword does not require any paraneter. Default is off.
#rnon- df | t - host

#

896-075-E
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# If this keyword is present, the agent wll
# control entries for all

# time. This keyword does not require any parameter. Default is off.
#roon-df I t-matri x

HHHFHFHBFHHFHRFFRFHFHFHFEHFHEHHFHFHHHHH

Basi ¢ fornat
2k-swred ActiveS ot ActivePort StandbySl ot StandbyPort

is

-------- The follow ng Section is for 281xSAonly --------

Configure the Software Redundant Links

Maxi mum nunber of Software Redundant Links that nay be set up is 4.

Wien |ink-based redundant |inks are specified in this config file,
be done in one or nultiple lines. However, if nultiple lines are used,
every new line nmust start with the key word "2k-swred". A redundant
pair may al so not be split into different |ines;
compl etely in the sane |ine.

Legal exanples are:

automatical ly setup RVON natri x
interface(s) present on the NM at systemstartup

it nust be defined

2k-swred 1 2 3 4- one pair in one line
2k-swred 12342143 - two pairs in one line
2k-swred 1234214351564 4417- four pairs in one line
2k-swred 1 2 3 4- three pairs in two |ines
2k-swred 12342143 -
2k-swred 1 2 3 4 -
2k-swred 2 1 4 3 - three pairs in 3 lines
2k-swred 515 6 -
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Operational Notes

This section covers general operational notes regarding the version 1.5.2 agents
for Model 281xSA and 331xSA NMMs.

Network Layer Addresses

Model 281xSA and 331xSA NMMs learn network layer addresses only for
packets sent directly to them. Additional ARP requests on the network are not
currently added to tables, but they will be in future releases.

Using Expression Thresholds

Thresholds have long been a desirable feature in providing proactive network
management techniques. However, with conventional thresholds, users must
often choose threshold parameters without proper baselining, or they must
spend considerable time selecting specific parameters to indicate network
health. Often, what is actually needed is a comparison between one statistic and
another or aratio between parameters. The expression thresholds of the version
1.5.2 agent provide this capability.

Expression thresholds allow users to create alarms on any well-formed,
integer-based mathematical expression. This greatly optimizesthe flexibility of
standard threshold capabilities and provides a new level of threshold
customization far beyond today’s existing methods. Because NMM agent
polling and action mechanisms are local to the chassis, this new enhancement
extends Bay Network’s embedded capabilities while continuing to eliminate
the need for NM S intervention and event-action execution.

Encompassed within the expression threshold features are mechanisms
providing trend-analysis capabilities. Agents now have the capability to save a
minimum, maximum, and average of an expression. These averages can be
calculated for user-defined windows of “ X" sample cycles.

For example, the following expression can be created to calculate the ratio of
overhead traffic on a given segment:

broadcast frames+multicast frames)/total frames) * 100
((
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While users may want to take action on athreshold exceeded in a 15-second
interval, they may also want to know what the average value was from that
expression calculation for the last 10 sample intervals. By defining a window
size of 10, the agent keeps a sliding tally of minimum, maximum, and average
values for the last ten 15-second intervals.

On the 281xSA and 331xSA NMMs, the 1.5.0 agent allows a choice of
thresholding methods while migrating to standard RMON Alarms and Event-
based thresholds. Proprietary (legacy) thresholds can still be set and maintained
by setting them through Optivity or aNMM'’s configuration file. RMON
Alarms and Events can be set with the redesigned RMON threshold GUI
available in Optivity LAN 7.0.

Out-of-band Connection

This section describes the general procedure for establishing atelephone line
connection between an NMM and a network management station (NMS). This
procedure is useful for those times when the NMM cannot otherwise
communicate with the NMS.

The Out-of-Band Connect feature allows you to establish a telephone line
connection with a hub using the RS-232 port on an NMM installed in the hub
and amodem on your PC management station. You can then communicate with
the network management module and continue to manage and monitor it if
in-band network communications are disrupted.

This section includes the following procedures:
*  Preparing for out-of-band connection
e Establishing an out-of-band connection

e Terminating an out-of-band connection

NOTE: Operations performed using an out-of-band connection are
significantly slower than operations performed using an in-band connection.

24
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Preparing for an Out-of-band Connection

Before you can successfully establish an out-of-band connection to a hub, you
must configure your modems, network management station, and the receiving
hub. The following sections provide instructions for making the appropriate
configurations.

Configuring the Modems

Out-of-band connections reguire two modems: the calling modem and the
receiving modem. The following sections describe cabling and configuration
considerations for each modem.

NOTE: Bay Networks recommends using 9600-baud Hayes-compatible
modems. Baud rates as low as 1200 are supported but may result in slower
response times. Do not use baud rates lower than 1200.

Calling Modem

The calling modem is located at your PC management station. It can have
either a DB-9 or DB-25 COM port. For DB-25 COM ports, use a
straight-through male DB-25 to female DB-25 RS-232 cable. For DB-9 COM
ports, use a standard DB-9 to DB-25 RS-232 cable.

Using Windows Terminal or an equivalent terminal emulation package,
configure the modem software as shown. The examplesin this section apply to
Hayes-compatible modems; the settings for your modem may differ:

*  Set the modem to the factory default settings.

Enter the following:
AT&F&W

e Set the modem to perform hardware (RTS/CTS) flow control.

Enter the following:
ATEK3&W

e Set the modem to “hang up” when on-to-off transition of DTR occurs.

Enter the following:
ATED2&W

896-075-E
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e  Setthe modem for carrier detection.

Enter the following:
ATX4&W

Refer to the documentation included with the modem for details on making
the configurations.

Receiving Modem

The receiving modem islocated at the hub. Use astraight-through RS-232 male
DB-25 to female DB-25 cable to connect the RS-232 port on the NMM to the
modem.

Using Windows Terminal or an equivalent terminal emulation package,
configure the modem software as shown below. The examplesin this section
apply to Hayes-compatible modems; the settings for your modem may differ):

*  Set the modem to the factory default settings.

Enter the following:
AT&FEW

e Set the modem to perform hardware (RTS/CTS) flow control.

Enter the following:
ATEK38W

. Set the modem to AUTO-ANSWER.

Enter the following:
ATSO=1&8W

e Set the modem to “hang up” when on-to-off transition of DTR occurs.

Enter the following:
ATED2&W

. Set the modem for carrier detection.

Enter the following:
ATX48WN

Refer to the documentation included with the modem for details on making the
configurations.

26 896-075-E



Out-of-band Connection

Configuring the Receiving Hub
The following NMM out-of-band parameters must be set correctly:

e The baud rate setting for the NMM must match the baud rate setting
specified in the Out-of-Band Manager configuration list for the selected
NMM, and the baud rate setting on the modem.

*  Theinitialization string must contain the correct telephone number for the
management station to call the NMM.

For instructions on establishing an out-of-band connection, see “Configuring
the Management Station” next in this section.

Configuring the Management Station

The management station configuration is set using the Out-of-Band Manager
application. This application can be started from any of the Optivity views and
runs independently of the current view. Out-of-Band Manager is used to
configure, establish, and terminate out-of-band connections.

To configure an out-of-band connection, follow these steps:

1. Start the Out-of-Band Manager using one of the following
procedures:

*  From Campus Command Center, select a hub from the Contents panel
for which you want to start the Out-of-Band Manager. Choose
Out-of-Band Manager from the Applications menu.

» From HP OpenView, select a hub for which you want to start the
Out-of-Band Manager. Choose Out-of-Band Manager from the
Applications menu.

* From ManageWise, select a hub for which you want to start the
Out-of-Band Manager. Choose Optivity Tools and then Out-of-Band
Manager from the Tools menu.
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The Out-of-Band Configuration dialog box is displayed similar to
Figure 1.

= Qut-Of-Band Configuration

Host Name Port Config

134.177.104.5 COM1:9600,n,8,1

Figure1l. Out-of-Band Configuration dialog box

2. Click theAdd button to add new COM portsto the management
station configuration.

To edit an existing port configuration, select the port; then click the Edit
button. The Serial Port Configuration dialog box is displayed similar to

Figure 2.

= Serial Port Configuration

Network Address:
[134.177.104.5)

-COM Port Opti

Modem Initial String: Cancel

Port:  [Ccom1

g

Baud Rate: (9500

Parity: |None
Data Bits: Ig .
Stop Bits:  [4

Figure2. Serial Port Configuration dialog box

28
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3. Enter thefollowing configuration infor mation:
* Network Address (IP or IPX address)
* Modem Initia String (for example - ATDT, 7075551234)
e COM port name, Coml
» Baud rate, 9600 baud
e Parity, none
» DataBits, 8
e StopBits, 1

4. Click the OK button after you have entered all of the port
configuration information.

The Out-of-Band Configuration dialog box is displayed.
5. Click the OK button when you finish configuring your ports.

Changing Out-of-band Time Outs
The out-of-band time out can be changed to accommodate a lower-speed link.

To change the time out, follow these steps:
1. Useatext editor to open the SYNOPT.INI file.

2. Changethevalue of the AsyncDefault Timeout parameter in the
Optivity section of thefile.

The default is 25 tics, 400 ms, or 10 seconds. A larger time out setting may
be helpful for low-speed links.
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Establishing an Out-of-band Connection
After you have made all of the appropriate configurations described in the

previous sections, you can establish an out-of-band connection.

To establish an out-of-band connection, follow these steps:

1. Start the Out-of-Band Manager by selecting Out-of-Band M anager

from the HP OpenView or M anageWise Applications menu.

The Out-of-Band Connection dialog box is displayed, similar to

Figure 3.

= Qut-Of-Band Connection

Host Name Port Config Status

134.177:104.5 COM1:9600,n.8,1 Disconnected
| Connect I | Disconnectl | Configure I | 0K I

Figure3. Out-of-Band Connection dialog box

NOTE: If theinitialization string has not been configured or isnot yet in
the database, a dialog box appears, allowing you to specify the string.
Because control characters (including Backspace) are valid initialization

string characters, use [ Shift+ Backspace] to make corrections.

2. Select theaddress of the hub you want to connect; then click the

Connect button.

The status of the connection is displayed in the Status column of the

Out-of-Band Connection dialog box.

30

896-075-E



Related Publications and Ordering I nformation

3. After the out-of-band connection is made, you can continue using
Optivity to monitor and manage the hub even if network
communications are disrupted.

NOTE: Operations performed using an out-of-band connection are
significantly slower than operations performed using an in-band
connection.

Terminating an Out-of-band Connection

To terminate an out-of-band connection and reestablish an in-band connection
from the Out-of-Band Connection Manager, select the desired port and click
the Disconnect button. In-band communications resume.

Related Publications and Ordering Information

For more information about using the Model 281xSA Ethernet Hub and Model
331xSA Ethernet Network Mangement Module, refer to the following
documentation:

e Using the Model 281xSA Ethernet Hub
(Bay Networks part number 893-743-A)

e Using the Model 331xSA Ethernet Network Management Module
(Bay Networks part number 893-744-A)

To purchase additional copies of this document or other Bay Networks
publications, order by part number from Bay Networks Press™ at the following
numbers:

*  Phone: 1-800-845-9523
*+ FAX:—U.S./Canada: 1-800-582-8000
*  FAX—International: 1-916-939-1010

You can also use these numbersto request a free Bay Networks Press catalog.
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